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What’s Heart Bleeding

• CVE-2014-0160 is the official reference to this bug. CVE (Common 

Vulnerabilities and Exposures) is the Standard for Information 

Security Vulnerability Names maintained by MITRE. Due to co-

incident discovery a duplicate CVE, CVE-2014-0346, which was 

assigned to us, should not be used, since others independently went 

public with the CVE-2014-0160 identifier.
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Heart Beat: keep-alive feature

• To maintain the communication between security channel

• Sender sends a Heartbeat package (request)

• Receiver constructs a response package, and sends it back to 

sender. The payload data should be same



The Vulnerable Code



The Vulnerable Code



How To Exploit



How To Exploit


